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	Reason for change:
	As defined in TS 33.246, the communication between the UE and the BM-SC is authenticated and integrity protected based on GBA. The BM-SC will act as a NAF according to TS 33.220. Along with the GBA-keys the BSF shall send the user id (IMPI) of the user to the BM-SC.
When the UE initiates an HTTP procedure including MBMS user service IDs towards the BM-SC, HTTP digest authentication as defined in RFC 2617 shall be used for mutual authentication. 
If the authentication is successful, the BM-SC Key Request function shall verify whether the UE is authorized to register to the MBMS User Service(s) specified in the request. The authorization information is recorded in the BM-SC. If the UE is authorized, the BM-SC Key Request function registers the UE to the MBMS User Service(s).


Figure 6.0A: MBMS User Service Registration procedure

In 5G, as defined in TS 23.247, the following authorizations are defined in UDM:
a)	Whether the UE is authorized to use the Multicast service in the PLMN.
b)	The authorization for a UE of receiving the content of a specific multicast MBS session. 
However, the authorization information is not avaiable in MBSTF, how to authorize the user is still not clear for now.
Editor’s Note saying “When the AKMA is used, how the MBSTF obtains the authorization information is FFS.” is captured for 5MBS. Although the EN only mentions the AKMA case, the issue is also applicable for GBA. 

	
	

	Summary of change:
	The MBS user service ID(s) is included in UDM as part of MBS subscription data. MBSTF verifies whether UE is allowed to access the user service by checking the subscription data in UDM. The verification request message including user id and user service id.
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[bookmark: _Hlk70411886]************ START OF 1st CHANGE*******
[bookmark: _Toc19634549][bookmark: _Toc26875605][bookmark: _Toc35528355][bookmark: _Toc35533116][bookmark: _Toc45028458][bookmark: _Toc45274123][bookmark: _Toc45274710][bookmark: _Toc51167967][bookmark: _Toc75276898]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[xx]	3GPP TS 26.502: "5G multicast–broadcast services; User Service architecture".
************ END OF 1st CHANGE********

************START OF 2nd CHANGE*******
[bookmark: _Toc91015818]W.4.1.3	User-plane procedure
The UE registers to the MBS service and receives the MBS traffic as specified in TS 33.246 [102] with the following changes. 
-	MBSTF takes the role of the BM-SC in TS 33.246 [102].
-	The UE authenticates to the MBSTF based on the GBA as in MBMS security (see TS 33.246 [102]) or based on the AKMA (see TS 33.535 [104]). When the AKMA is used, the MRK is derived from the KAF as specified in Annex F of TS 33.246 [102] by replacing the Ks_NAF for the GBA_ME run with KAF. Furthermore, when the AKMA is used, the MUK is set to KAF. When the authorization of MBS service to the UE is required, the user id (e.g., GPSI) provided to the MBSTF by the AAnF shall be used.
-	The identifier(s) of MBS user service(s) in TS 26.502[xx] is included in local configuration in MBSTF or in UDM as part of MBS subscription data for a UE, which identifies the user service(s) that the UE is allowed to join. After recieving the HTTP POST message in TS 33.246 [102] including the identifier(s) of MBS user service(s), MBSTF shall authorize the UE based on local configuration if available. If no local configuration is available, the MBSTF should send verification request with user id (e.g., IMPI in GBA or GPSI in AKMA) and identifier(s) of MBS user service(s) to UDM via MBSF/NEF to acquire the authorization result. If the UE is authorized, the MBSTF registers the UE to the MBS user service(s). 
NOTE: the local configuration in MBSTF may be preconfigured or provided by AF.
Editor’s Note: When the AKMA is used, how the MBSTF obtains the authorization information is FFS.
************ END OF 2nd CHANGE********
image1.wmf
 

UE

 

BM

 

-

 

SC

 

HTTP POST 

 

(Registration indication, 

 

MBMS User Service IDs)

 

HTTP 200 OK Authentication

-

Info

 

(Status codes)

 

HTTP 401 WWW

-

Authenticate

 

 

HTTP POST Aut

horization request

 

 (Registration indication, 

 

MBMS User Service IDs)

 


oleObject1.bin
		


		DOCUMENTTYPE

		

		1 (1)



		

		

		

		



		TypeUnitOrDepartmentHere

		

		

		



		TypeYourNameHere

		TypeDateHere

		

		









HTTP 200 OK Authentication-Info



(Status codes)







HTTP POST Authorization request



 (Registration indication, 



MBMS User Service IDs)







HTTP 401 WWW-Authenticate











HTTP POST 



(Registration indication, 



MBMS User Service IDs)







-







BM







UE







SC











_935227290.doc







